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THREE BELL¿NGCAT INVESTIGATIONS 
 
The following is a series of three reports produced by Bell¿ngcat, an open forum for and 
by investigative journalists from throughout the world. The report is from Ukrainian 
Embassy in Ottawa and was given to me by Chargé d’Affaires Shevchenko Marko. The 
reports conclusively contend that Russia’s military is actively engaged in Ukraine and is 
acting as an aggressor from within its own borders. 
 
The first document looks at artillery bombardment patterns in Ukraine near the Russia-
Ukraine border, showing the origins of these bombardments as being from within 
Russia. The second document examines Russia’s involvement in the downing of 
Malaysian Airlines flight MH-17. The third document presents evidence of Russia’s 
active military personnel fighting in Ukraine. 
 
The compilation includes: 

1. Origin of Artillery Attacks on Ukrainian Military Positions in Eastern Ukraine 
between 14 July 2014 and 8 August 2014 

a. Page 3-36 
2. MH17 Joint Investigation Team’s New Video Brings New Facts to Light 

a. Page 37-45 
3. How EchoSec Found Evidence of a Russian Fighting in Ukraine 

a. Page 47-54 
 
 
 
 
 
 
 
 
 
Peter Goldring 
Member of Parliament 
Edmonton East 
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Origin of Artillery Attacks on Ukrainian Military Positions in Eastern 

Ukraine between 14 July 2014 and 8 August 2014 

 

 

This report examines Russia’s army’s artillery attacks from ‘inside’ Russia, bombarding 
Ukrainian military positions. It uses local and international news sources, satellite 

mapping, and an analysis of military technology and topographical patterns to draw its 
conclusions. 
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MH17 Joint Investigation Team’s New Video Brings New Facts to 

Light 

 

 

This report analyses a new video with disturbing transcribed audio recordings determining the cause and 

culpability of the MH17 tragedy, implicating Russia and pro-Russia rebels. 
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MH17 JOINT INVESTIGATION TEAM’S NEW VIDEO BRINGS NEW FACTS TO 
LIGHT 

March 30, 2015  

By Aric Toler  

On March 30, the Joint Investigation Team investigating the cause of the downing of 
MH17 released a video calling for witnesses in eastern Ukraine to come forward with 
information regarding the transport of a Buk anti-aircraft system through eastern 
Ukraine on July 17th (the day of the MH17 crash) and 18th, 2014. In the video, the Joint 
Investigation Team summarize the path of the Buk from Donetsk, through Zuhres and 
Torez to Snizhne, to Luhansk, and back to Russia with photographs and videos of the 
Buk along with intercepted phone calls between separatists. The majority of this 
information has been long known, as can be found in Bellingcat’s November report on 
the Buk system that likely shot down MH17. However, this video also provides us with 
new information that further implicates Russia and the separatists with whom it 
collaborated in the form of intercepted phone calls placed after the downing of MH17. In 
these three previously unpublished phone calls, separatists discuss a Volvo low-loader 
truck hauling a Buk from Snizhne to Russian territory shortly after the MH17 shootdown. 

Along with the newly published phone conversations, the Joint Investigation Team video 
confirms previous facts vital in determining the cause and culpability of the MH17 
tragedy. The video, along with a description on the JIT website, confirm the following 
facts that were also recapped in the November Bellingcat report: 

 A Buk anti-aircraft system was transported in a Volvo low-loader with a telephone 
number on a distinct yellow background from Donetsk on the morning of July 17 and 
through Luhansk in the early morning of July 18 

 The same Buk was seen in the morning and early afternoon of July 17 in the towns of 
Zuhres, Torez, and Snizhne. 

 The Buk drove south of Snizhne in the afternoon of July 17 without the assistance of the 
Volvo low-loader. 

The new information, which has largely been speculated upon before this video, 
concerns the location of the Buk before being photographed in Donetsk and after the 
shootdown of MH17. 

The Joint Investigation Team has determined that the Buk was likely transported from 
Sjevernyi, Ukraine in the Luhansk oblast, through Luhansk, and into Donetsk. This 
transit took place overnight between July 16 and 17, though the exact route is not clear, 
as the video highlights a few possible alternate routes near Luhansk. The Joint 
Investigation Team does not speculate where the Buk was located before reaching 
Sjevernyi; however, the town is located less than a kilometer from the Russian border, 
raising obvious questions. 

https://www.bellingcat.com/author/arictoler/
https://www.youtube.com/watch?v=olQNpTxSnTo&sns=
https://www.bellingcat.com/news/uk-and-europe/2014/11/08/origin-of-the-separatists-buk-a-bellingcat-investigation/
http://www.jitmh17.com/
https://www.bellingcat.com/news/uk-and-europe/2014/11/08/origin-of-the-separatists-buk-a-bellingcat-investigation/
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There are three additional calls that the Joint Investigation Team referred to, all of which 
occurred after the downing of MH17. The first took place at 9:32pm, approximately 5 

hours after the MH17 crash, between two separatists. This call concerns how one of the 
crew members accompanying the Buk was left behind at a checkpoint east of Snizhne. 
The Joint Investigation Team is requesting any additional information available 
regarding the location of this checkpoint and petrol station, along with the identity of this 
crew member. There are a few errors in the English and small parts of the phone calls 
that are not included in the transcript, which are also not included in the below 
transcript. Additionally, the Joint Investigation Team redacted the names in the phone 

https://wp4553-flywheel.netdna-ssl.com/wp-content/uploads/2015/03/severnoe.jpg
https://wp4553-flywheel.netdna-ssl.com/wp-content/uploads/2015/03/severnoe_route.jpg
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call, instead marking them as (…), and the transcript selectively marked expletives used 
in the phone calls. None of the expletives, excluded parts of conversations, or minor 
errors change the essential content of the phone calls from the original Russian. 

A: Yes, (…)! 

B: Hello, commander. Have you already left, yes? 

A: Me? Yes. I have left for my task, you – for yours. 

B: I got it. Within that very region or not? 

A: No. I’m not within that region. I’m [going to] to the other direction. 

B: …[inaudible] a fighter has got lost there from this one… [inaudible] launcher. He has 
(expletive) lost his crew (expletive)! 

A: What a (sic) launcher? 

B: From a Buk. 

A: From a Buk? 

B: Yes. 

A: And where is he, (expletive)? 

B: Here he is standing at the checkpoint. 

A:  Take him and bring in here, (expletive). I’ll be waiting for him in Snizhne near the 
petrol station. 

B:  Okay. 
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The other two intercepted calls took place at approximately 8:00am and 8:20am on July 
18, the morning after the downing of MH17 and a few hours after the Buk and Volvo 
low-loader truck were filmed in Luhansk headed east. 

First call, placed at approximately 8am on July 18, 2014: 

B: Good morning (…)! 

A: Good morning, (…) Yesterday was a (expletive) mess, I have nothing to say. 

B: What’s up? 

A: Where, is, whatsit (expletive) err…Why did your comrade (…) return. 
Incomprehensible such movements. I don’t know what was going on yesterday, tell me! 

B: They brought the car [note: Every time car or vehicle is referred to in these transcript, 
the original word used is машина / mashina, which can refer to any vehicle, truck, or a 
machine. This word is likely referring to either the Volvo truck or the Buk] till crossroad, 
left it there, the lads went on themselves. 

A: Well. 

B: So, the car was going in the correct direction and arrived successfully. 

B: There were strange incoming calls which began suddenly, from 10 persons. 

A: Who are that (sic) 10 persons? 

https://wp4553-flywheel.netdna-ssl.com/wp-content/uploads/2015/03/petrol_station.jpg
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B: Err. There were different incoming calls got him on the phone from people who 
begun (sic) to introduce themselves…err…One and then the second, then the third, 
then the fourth…he told me that he had pissed off…later, (…) begun to phone up. 

A: And he turned of (sic) his telephone. (Expletive) of a mess.. err… and we don’t know 
at all where is the car. 

B: The car is in Russia. 

A: (Expletive) shit… err…yesterday I [said] (expletive) that we didn’t know. 

  

Twenty minutes later, a second call is placed between the same two people in the 
previous call (A and B).  

B: Yes, (…)! 

A: (…), you should take (…), and come to my place, there is no …car, no one saw it 
(expletive). That one, which had gone to meet it… returned back without the car, you 
know what I mean. Where? Whom? Which way did he bring it? (Expletive) disaster, you 
know… 

B: And what about Bibliotekar [note: “The Librarian”]? This is that group of people 
transported it. 

A: Well. 

B: On the lowboy [note: The Volvo low-loader truck]. I have just made a (sic) contact 
with them, they are all in Russia, they will bring a new vehicle [note: Same word – 
машина – used as in the previous translation to “car”] from Russia. 

https://wp4553-flywheel.netdna-ssl.com/wp-content/uploads/2015/03/mess.jpg
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A: Aha. But that…err…did he give it to Bibliotekar? 

B: For sure! 

A: Well, I got it. 

There are several facts to be extracted from these calls, including the following, which 
were not included in the November Bellingcat report and only partially speculated upon 
from other open source investigations: 

 The first known origin point of the Buk on July 17 was not in Donetsk, but instead 
in a town less than a kilometer from the Russian border. Previously, many have 
claimed that this Buk was seized from an abandoned Ukrainian base in Donetsk. 
This new information indicates that either the Buk simply came from Russia, or 
separatists transported a captured (Ukrainian) Buk  from Donetsk to a town at the 
Russian border (or further into Russia), and then returned to Donetsk. 

 The Buk was located at the checkpoint east of Snizhne in the evening of July 17, 
before traveling to Luhansk. For a map showing the checkpoints active on July 
17 just east of Snizhne, click here for a KMZ file created by Bellingcat contributor 
Timmi Allen (use Google Earth to open file). 

 The Buk had a crew with it, though it is not explicitly said where the crew 
originated from (Russia or Ukraine). 

 The Volvo truck and Buk were transported into Russia after passing through 
Luhansk early on the morning of July 18. 

 Numerous people organized the transport of the Buk and many others knew 
about the situation, including: the separatists who picked up the person at the 
checkpoint on July 17, the crew transporting the Buk on July 17-18, the ten 

https://wp4553-flywheel.netdna-ssl.com/wp-content/uploads/2015/03/18_july.jpg
http://ge.tt/68LtVND2/v/0?c
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people who called the person who transported it on July 18, and the people who 
took the Buk in Russia from the other crew on July 18. 

 The “Bibliotekar” crew transported the Buk to Russia.  

 The participation of Bibliotekar was previously known from an earlier call 
intercepted and released by the SBU (Ukrainian Security Services), as seen 
on this English transcript of the call. 

 From the July 17 call, placed on the morning of July 17, a man named Khmuryi 
tells a separatist (named “Buryatik”) to call Bibliotekar for more information on 
the Buk, which was located near a motel in Donetsk. 

 Khmuryi is supposedly the name used by Sergei Petrovsky, a separatist officer 
who was in Donetsk at the time. 

 The identity of “Bibliotekar” is unknown. 

 The Volvo truck was taken to Russia on July 18, but was later used by 
separatists on August 6 and August 23 (second source). Thus, we can conclude 
that unless an identical Volvo truck was picked up as well, the машина 
(translated as both “car” and “vehicle” by the Joint Investigation Team) the Buk 
hauled by the Volvo. 

This new video is the strongest indication yet from the Joint Investigation Team that the 
Buk photographed and filmed in eastern Ukraine on July 17 and 18 is the culprit of the 
tragedy. While the Joint Investigation Team has not explicitly ruled out other scenarios, 
it is telling that they have called upon witnesses in eastern Ukraine for more information 
while disclosing specific photographs, videos, and intercepted phone calls that all point 
to the same culprits. 

 

 

 

 

 

 

 

 

 

 

 

http://www.forbes.com/sites/paulroderickgregory/2014/07/19/what-more-smoking-guns-are-needed-for-mh17-the-worlds-first-sam-terrorism/
http://politrussia.com/upload/iblock/a1d/a1dbee0eb0dfec499fb958a8c3bd389c.jpg
http://informator.lg.ua/?p=18281
https://www.youtube.com/watch?v=GDy8wnfYzVI
https://vk.com/albums-76297800?z=photo-76297800_337806785%2Fphotos-76297800


46 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



47 
 

 

 

 

 

 

How EchoSec Found Evidence of a Russian Fighting in Ukraine 

 

 

This report shows senior soldiers from well within Russia who are now fighting in 

Ukraine. 
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How EchoSec Found Evidence of a Russian Fighting in Ukraine 

February 19, 2015  

By Jason Jubinville and Bellingcat 

Originally posted on the EchoSec Blog, reproduced with permission. 

Recently, the media has been paying close attention to the Donetsk region in northeast 
Ukraine. We decided to look for ourselves to see if we could identify military personnel 
of Russian origin in the area. 

In a military, or global security context, the data pouring from this region can play a 
pivotal role in command, control, communications and coordination of operations. 

Quick, informed decisions are the best decisions. 

We used a systematic, 3-phase approach to find, filter, and investigate the social media 
coming out of Ukraine and Russia. 

We started by using a systematic grid search to identify clusters and outliers, then 
reviewed each cluster and outliers for interesting information. Finally, we reviewed each 
piece of flagged information across multiple social media sources to correlate 
information and draw conclusions. 

This investigation took us less than 6 hours, and the results were astounding. 

Here is how we did it: 

Initially, our analyst drew a box over the Donetsk region in Northeast Ukraine. The 
purpose of this large initial search is not to find posts immediately, but to determine 
where a large number of the posts are clustering. These clusters are going to be 
prioritized, then analyzed later for anything that stands out. 

Upon further inspection of the clusters in the Donetsk region on January 23rd, our 
analysts found an individual of interest. Due to the nature of the data, no firm 
conclusions can be draw about the pictured soldier; however, he appears to have 
crossed the Russian boarder into Ukraine to join the fighting, only recently. 

https://www.echosec.net/


50 
 

 
This particular soldier identified himself as Amigo Desperado, probably an alias. Our 
analyst then tracked him to using a different social media source, VK. VK is Facebook-
like application popular in Russia. As can be seen in the picture below, we can find 
his date of birth, current city, and the location of several recent posts. 

https://wp4553-flywheel.netdna-ssl.com/wp-content/uploads/2015/02/2.jpg
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In the following picture, we can see that he was located in Russian territory in early 
December. He is clearly pictured with the Russian flag, a tank, and a group of men. 

https://wp4553-flywheel.netdna-ssl.com/wp-content/uploads/2015/02/3.jpg
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We then found a photograph of him 8 days later on December 22nd. The location 
associated with this post was from within the Ukrainian boarder. 

https://wp4553-flywheel.netdna-ssl.com/wp-content/uploads/2015/02/4.jpg
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Finally, we find a photograph that he has posted, where the location tag was directly 
from the Donetsk region. Using Echosec we tracked this individual from his Russian 
home to the center of the conflict within Ukraine. Further information about his identity, 
his motivations, and his associations can be derived from other social media accounts 
similar to VK. 

https://wp4553-flywheel.netdna-ssl.com/wp-content/uploads/2015/02/5.jpg
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While our analyst was looking at the Donetsk region, he saw a number of graphic social 
media posts that captured the severity of the conflict in the region. These posts included 
several graphic images of bodies, ordnance and other evidence of the conflict. We 
elected not to display these graphic images on our blog, however, a social media 
search near the Donetsk airport, or near Mariupol may yield similar results. 

Ultimately, the Echosec social media search tool was an effective tool for finding 
interesting information that is publicly available online. An effective user can sort 
through large amounts of information quickly to find what he needs. This can include 
tracking a person of interest, finding out new information in a crisis situation or gathering 
actionable intelligence. 

All information contained in this post is open source and implications or inferences 
made by this publication are solely views of the writer. 

Written by: Jason Jubinville @jpjubinville. 

 

 

http://j.mp/1BuNx6Z
http://j.mp/1BuNx6Z
http://j.mp/1BuNRTi
https://twitter.com/jpjubinville
https://wp4553-flywheel.netdna-ssl.com/wp-content/uploads/2015/02/6.png
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